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Software Use For the purposes of this regulation, “software” is defined as a set of
step-by-step instructions that tell the computer how to perform a
task. The following items address computer and software issues:

1. Software and documentation will only be used in accordance
with the terms of the applicable license. No employee, stu-
dent, or other authorized user will duplicate any software with-
out authorization, except that one copy of any software may
be made for backup or archival purposes only.

2. With respect to the use of software on local area networks or
simultaneous use on more than one computer, use of any
particular software will be limited to the specific number of
machines permitted by the license agreement.

3. In most instances, the Fair Use Doctrine does not apply to
software.

4. The Face-to-Face Teaching Exemption is available only if the
use of the software itself is being taught.

5.  Employees, students, and other authorized users may use in-
dividually owned software on College District computers only
if the user can provide proof of a license to use the software
from the copyright owner. A statement signed by the user stat-
ing that the user holds a valid license to use the software will
be deemed adequate proof.

6. College District employees, students, and other authorized
users will access computer networks only to further the insti-
tutional goals of the College District.

7. Employees, students, and other authorized users will not per-
mit persons who are not authorized by the College District to
have access to or to use the College District's computers,
software, or documentation.

8.  The chief administrative officer at each College District loca-
tion will designate a software liaison. The software liaison will
act as a resource to those with questions concerning use of
computer software in the College District and as a liaison be-
tween the campus and the College District legal counsel.
Questions concerning the College District’s software use pol-
icy should be directed to the software liaison.

9. This regulation reflects fundamental copyright law. The limited
exceptions that are available under the law will be considered
on a case-by-case basis. The software liaison should be con-
tacted when an issue arises in the implementation of this pol-
icy and regulation.
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Networking “Networking infrastructure” means networking telecommunications

Infrastructure
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Dissemination

technologies used by the College District to facilitate and enable
communications between information technology devices. Network
infrastructure includes, but is not limited to, routers, switches, hubs,
wireless access points, ethernet wiring, RF transmitting, and re-
ceiving equipment. No distinction is intended among wired, wire-
less, and optical networks.

Each location chief technology officer or designee must coordinate
with and obtain approval from College District personnel in the in-
formation technology and data communications departments when
intending to purchase, configure, or implement any networking in-
frastructures. Without this approval, no employee may purchase,
configure, and/or implement networking infrastructures at any loca-
tion.

The College District information technology and data communica-
tions personnel are responsible for specifications of the networking
infrastructure. Decisions regarding specifications are made in con-
cert with location chief technology officers to ensure support of the
College District’s and locations’ mission. The information technol-
ogy and data communication departments will maintain documen-
tation of networking infrastructure activity in a confidential manner
for security purposes. Location chief executive officers may desig-
nate employees to access this documentation when necessary to
perform the employees’ jobs.

It is the intent of the College District in these regulations to imple-
ment the College District’'s computer use policy, CR(LOCAL), and
to provide uniformity in addressing questions that arise in conjunc-
tion with the policy. [See CR(LOCAL)] If an employee encounters
any problems with interpretation or application of the policy or
these regulations, the employee should notify the location-desig-
nated computer use policy committee liaison or College District le-
gal counsel. A computer use policy committee liaison will provide
information that will assist the college administration and employ-
ees in implementing and complying with the policy and regulations.

The policy and regulations will be reviewed periodically by an ad
hoc committee. This ad hoc committee will include a computer use
liaison from each location and the College District legal counsel.
The College District director of human resources and College Dis-
trict director of risk management will co-chair the committee. The
committee will ensure that the policy and regulations are effective
in the College District and are not obsolete by virtue of new tech-
nology. The committee may suggest changes to the policy or regu-
lations, or both, and send the changes to the Chancellor’s staff
through the College District legal counsel.
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The policy will be published in the College District catalog and
each campus catalog, linked on each campus website to the Col-
lege District’'s main website and readily available at each computer
lab or concentration of College District computing resources (e.g.,
libraries). In addition, all users employed by the College District
must sign an acknowledgment that they have read and will abide
by the policy before using College District computing resources or
facilities. Each location or lab is encouraged to develop a pop-up
screen that summarizes the policy and makes further access to
College District computing resources contingent on compliance
with the policy.

Computer use is held to the same standards of conduct as all other
use of College District resources or any other communication. If an
employee or student violates another College District policy by us-
ing the computer (e.g., the sexual harassment policy or the copy-
right policy), the person also violates the computer use policy. Vio-
lation of the policy is grounds for employee disciplinary action, up
to and including termination. Employees should consult their loca-
tion human resources director or College District legal counsel with
any questions regarding employee violation.

If a student violates the policy, the violation will be dealt with under
the Code of Student Conduct. If a community user violates the pol-
icy, determination of the appropriate course of action will be made
by the affected parties in consultation with College District legal
counsel, when necessary. If questions arise regarding whether a
contemplated use violates copyright or trademark law, employees
and students should contact the copyright policy liaison on their
campus or College District legal counsel.

Each campus may promulgate rules that establish which users will
have priority in using College District computing resources and fa-
cilities. These rules must recognize that academic and educational
uses by faculty, staff, and students take precedence over other
uses. Each campus may limit members of the community who are
not faculty, staff, or students to a set period of time each day in us-
ing College District computer resources and facilities. In addition,
the colleges may limit faculty, staff, and student users to a set pe-
riod of time each day for noninstructional uses. These limitations by
the college may also include limitations on equipment and location.

Employees and students are expected to abide by the policy gov-
erning incidental personal use. [See CR(LOCAL)]

Web pages created using College District computing resources or
facilities are subject to all College District policies and regulations.
All websites that use College District computing resources or facili-
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ties are subject to the Digital Millennium Copyright Act of 1998. Un-
der the Act, College District legal counsel is the designated agent
to receive notice of claimed infringement and is authorized to expe-
ditiously remove or disable a website upon notice of the infringing
activity.

Any person who believes that College District computing resources
or facilities are being used in a manner that violates copyright law
should immediately contact College District legal counsel. Infring-
ing activity will be promptly terminated.

The College District discourages users from using personal hard-
ware and peripherals with College District computing resources or
equipment, or at College District facilities, and notifies all users that
doing so is “at the user’s own risk.” The College District has no ob-
ligation to repair or replace any personal hardware or peripherals
that are damaged, lost, or stolen when using College District com-
puting resources or College District facilities.

Users may not install any software on College District equipment
without prior approval from the person(s) designated to provide ap-
proval at each location. Approval may be granted at the College
District’s sole discretion and will not be given unless the software
has been properly licensed, as required in this regulation, and in-
stallation will not create any potential for disruption of the College
District’'s computing resources.

It is the College District’s general policy to cooperate with both for-
mal and informal requests from law enforcement authorities when
they seek access to information contained in the College District’s
computing resources and facilities, subject to other applicable
laws, such as the Family Educational Rights and Privacy Act
(FERPA). Any request from law enforcement authorities that in-
volves use or search of College District computing resources or fa-
cilities will be referred to College District legal counsel.

To ensure preservation of institutional data, all employees must
place institutional data on College District (network) drives (typi-
cally designated either “U:drive” or “P:drive”), even if a working
copy or backup copy is kept in a separate file. Institutional data is
any information related to the College District, including without
limit, information about instruction, student services, and business
matters.

Questions regarding whether a particular record should be re-
tained, and the manner of retention, should be directed to the Col-
lege District Records Management, who will work with depart-
mental records custodians to provide copies of record retention
schedules and answer pertinent questions.
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The College District will, in accordance with its accessibility policy
and applicable laws, provide equal opportunity in and access to its
information and communication technology (ICT) resources to en-
sure the broadest possible community participation in its mission.
[See CR(LOCAL)]

Ensuring equal and effective access to College District ICT is the
responsibility of all managers of College District departments, pro-
grams, or activities, including student organizations and activities
(“Managers”).

The College District will be guided by the World Wide Web Consor-
tium’s Web Content Accessibility Guidelines (WCAG), 2.0, Level
AA standards for electronic and information technology accessibil-
ity, the Web Accessibility Initiative Accessible Rich Internet Applica-
tions Suite (WAI-ARIA) 1.0, and the standards established by the
Texas Department of Information Resources (DIR) (Administrative
Code 206.70), which include standards established by Section 508
of the 1973 Rehabilitation Act, as amended, (“Section 508”) (“Ac-
cessibility Standards”).

The Accessibility Standards set forth above establish only the mini-
mum standard for ICT accessibility within the College District. The
College District will endeavor to go beyond this minimum whenever
possible.

The following terms will have the meanings set forth below:

1. “Accessible” means that a person with a disability is afforded
the opportunity to acquire the same information, engage in
the same interactions, and enjoy the same services as a per-
son without a disability, with substantially equivalent ease of
use.

2. “Information and Communication Technology (ICT)” means
any electronic resources used for instruction, information dis-
tribution, or communication. ICT includes, but is not limited to
instructional systems, online instructional lessons, web-based
services, software applications, electronic documents (includ-
ing, but not limited to, word processing files, spreadsheets,
presentations, mobile applications, .pdfs, and email), telecom-
munication products, video and multimedia products, and
online events and content.

3.  “Upgrade” means a new version of an application that offers a
significant change to or major improvement on the current
version.
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“Substantial revisions” include the adoption of or migration to
a new platform, modification of the majority of content (includ-
ing course content), or another change that substantially al-
ters usability or design.

“Managers” are those College District employees who occupy
a supervisory or managerial role, including, but not limited to,
club sponsors or advisors, team leaders, managers, deans,

department chairs, vice presidents, and executive leadership.

ICT Accessibility Unless an exception applies:

1.

College District personnel (including faculty) and students
who are responsible for the development or management of
ICT will use good faith efforts, subject to the requirements set
forth in this regulation and applicable laws, to update existing
ICT to meet accessibility standards.

All new ICT, whether developed by the College District or pur-
chased from an external vendor, will comply with accessibility
standards.

The College District will incorporate accessibility standards
into the development or implementation roadmap for all exist-
ing ICT, including websites and web applications, whenever
such ICT is scheduled for an upgrade or a substantial revi-
sion.

Vendors seeking to develop or provide ICT for the College
District must demonstrate that their products satisfy accessi-
bility standards by completing a Voluntary Product Accessibil-
ity Template (VPAT) or the College District Accessibility Stand-
ard Form.

Each website published or hosted by the College District will
link to the College District’s Accessibility Notice, which in-
cludes a statement of the College District’'s commitment to
ICT accessibility and provides a way for persons to report ICT
accessibility issues.

Undue Burden An exception to the College District accessibility policy may apply if
Exception compliance with accessibility standards would:
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Result in unreasonably high administrative or financial costs
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Insufficient funds of a particular department or program will not be
considered a valid reason for an exception.

A manager may request an exception by completing the Accessibil-
ity Exception Request form, which must be submitted to the Office
of Institutional Equity (the “OIE”) for review and consideration. The
OIE, in consultation with the applicable Information Technology de-
partment and the affected department or program, will make a de-
termination and notify the requesting party accordingly.

The approval of a request for an exception does not relieve a man-
ager from the obligation to provide reasonable accommodations re-
garding access to College District ICT resources. Managers to
whom an exception is granted must ensure, to the maximum extent
possible, that the excepted ICT content and/or services are pro-
vided in a suitable alternative format. Alternates are not required to
produce the identical result or level of achievement for persons
with and without disabilities but must afford persons with disabilities
equal opportunity to obtain the same result, gain the same benefit,
or reach the same level of achievement.

Any questions regarding application of the policy or these regula-
tions should be directed to the location computer use policy com-
mittee liaison or College District legal counsel.

DATE ISSUED: 8/20/2020 REVIEWED: 7of7

LDU 2020.04
CR(REGULATION)-X



